= 23-48-02-06 The Journal of Korean Institute of Communications and Information Sciences *23-02 Vol.48 No.02
https://doi.org/10.7840/kics.2023.48.2.185

NDN g7dol4 e REQEE o] 43
Content 7194 H3E 7]‘5
o] 4 ¥, A ek 3, o] Al o
Content Confidentiality Protection in NDN Based on
Format-Preserving Encryption
Sang Hyeon Lee’, Da Wit Jeong”, Sun-Young Lee’

(@] ok
=i =

NDN (Named-Data Networking)-2 &l=2] fagﬂ al HH zE Z =5
i AR A U3 ARE 23EE A delel] 5 7E 5 71EAe] FXEe Rt f¥e] EAlskh 2
72 NDN o}7]dxe] WAL qg}s}um 7] wgfs}f el gl oRyE] FR=E wEs] S8 Fe)
i%‘ E o83l Fulx o]ES dIslsle 7S Ak LEE}HEME el Ale] 73l 7]
l 2oe Ae 53 2ok a8)x HEREEE 55 okE AESY) v|wsldS ul vES= AQAZE

13%2 #eS Flskick

A=

}m r

oo_ur

FIE @ C|ol, FEfEEYS, BH=X 0|5 ¢33, 7|2 B35, HESI X[AAZt
Key Words : NDN, FPE, Encrypted Content Name, Confidentiality Protection, Network Latency

ABSTRACT

Named-Data Networking (NDN) uses Content names as address for efficient distribution of content.
However, since it operates in plain-text state, there are security threats that destroys confidentiality, such as
data guessing and leaking, when sensitive information is included. This paper proposes a method of encryption
the Content name using Format-Preserving Encryption to protect Content name from existing security threats
while minimizing changes of NDN architecture. Experiments results showed that communication is possible,
and confidentiality is protected, even though Content name is encrypted. In addition, it confirmed that the

network latency was about 1.3% shorter than when encrypted with AES.
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Defining Description
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Tk Format-Preserving Encryption Tweak
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Algorithm 1: Node in Real-Application of NDN

Prerequisites:
Designed function for Consumer and Router, and it
must be used in all communications;

Key, K. for the block cipher;
Base, radix;
Tweak bit string, T. such that LEN(T) = 64;

Inputs:
Uri bit string, X. in base radix of length n, such that
n € [minlen...maxlen];

Steps:

1. Let auth = authentication(X).

2. Let pkE = pubKeyExchange(auth).

3. Let kKE = KeyExchange(auth, pkE).
4. Let iCompStart = 0.

5. If pkE and KE is False, Return error.
6.  While iCompStart from X.size():

1. iCompEnd = X.find(’/’, iCompStart).

ii. If iCompEnd is equal to Oxffffffff, iCompEnd
= X.size().

ii. Let Y; = X.substr(iCompStart, iCompEnd —
iCompStart).

iv.  FF3-1.Encrypt(FPEx, Tk, Y)).

v. append(Component::fromEscapedString(Y;)).

vi. iCompStart = iCompEnd + 1.

E 2. 433} wA]o| ulE Content Name |3l
Table 2. Comparison Content Name by Encryption Type

Type Content Name I(“]gr;%g
Non-Encrypted | /sch.ac.kr/calab/research.file 30
FPE /jwelvrtpw/4ibyh/incvnntvdq 30
pxu
/WelmKYz1x1ZNiG3xmLy
GUw/02be
AES 1ktIzO3v/OHEwWKbbw/LOf 69
VT3e5Gye
gvhgdNIgRxw
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able 3. Packet Information and Evaluation of Confidentiality Protection

Data Type Packet Size Length Breakdown (Byte) Schema Confidentiality
Interest 125 Content Name Content Sig Value Consumer | Router Producer
Non-Encrypted
Data 1243 30 1000 71 X X X
FPE Interest 125 Content Name Content Sig Value Consumer | Router Producer
Data 1243 30 1000 71 (0) O O
AES Interest 194 Content Name Content Sig Value Consumer | Router Producer
Data 1341 99 1000 71 (0) (¢} (¢}
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